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“Information Blocking Rule” under the 21st Century Cures Act 

The 21st Century Cures Act, passed by Congress in 2016, contains provisions to accelerate the use of health 

information technology and discourage information blocking. The final regulations and policies related to 

the Information Blocking Rule were finalized in 2020.  

April 5, 2021 is the current deadline for compliance with the Rule and THA offers the following general 

guidance. 

 

1. What is the Information Blocking Rule? 

The Rule was developed by the Office of the National Coordinator for Health Information Technology, 

through authority granted in the 21st Century Cures Act. The Rule sets forth policies to prevent the 

restriction of available electronic health information, promote access to patient data and increase 

interoperability with respect to health IT. Under the Rule, health IT should: 

• enable the secure exchange of electronic health information with, and use of electronic health 

information from, other health IT – without special effort on the part of the user; 

• allow for complete access, exchange, and use of all electronically accessible health information 

for authorized use under applicable state or federal law; and, 

• not constitute “information blocking.” 

Note: the Rule shifts the paradigm with regards to sharing data. Under HIPAA, covered entities can share 

data if HIPAA permits. Under the Rule, accessible data should be shared, unless an exception applies. 

2. Who does the Rule apply to? 

The Rule applies to designated “actors,” which includes all health care providers, health IT developers and 

health information exchanges and networks. 

While the Rule could be expanded, the term “health care provider” includes a hospital, skilled nursing 

facility, nursing facility, home health entity or other long term care facility, health care clinic, community 

mental health center, renal dialysis facility, blood center, ambulatory surgical center, emergency medical 

services provider, federally qualified health center, group practice, a pharmacist, a pharmacy, a 

laboratory, a physician, a practitioner, a provider operated by, or under contract with, the Indian Health 

Service or by an Indian tribe, tribal organization, or urban Indian organization, a rural health clinic, a 

covered entity under Section 340B, a therapist, and any other category of health care facility, entity, 

practitioner, or clinician determined appropriate by Health & Human Services. 

The Rule also expands on the definitions of health IT developers and health information exchanges and 

networks. 

3. What is “Information Blocking?” 
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The Rule defines “information blocking” two ways, depending on the “actor:” 

 

• For health care providers: a practice the provider knows is unreasonable and is likely to interfere 

with, prevent, or materially discourage access, exchange, or use of electronic health information. 

 

• For health IT developers, exchanges, or networks: a practice the actor knows, or should know, is 

likely to interfere with, prevent, or materially discourage access, exchange, or use of electronic 

health information. 

Note: providers have a lower standard under these distinctions, as actual knowledge of the practice’s 

unreasonableness and likely interference is required. 

4. What are an actor’s requirements under the Rule?  

An actor must provide access to electronic health information – either proactively or upon request. Failure 

to provide such access may result in violation of the Rule, although the Rule does specify 8 exceptions that 

allow for legitimate reasons that result in information blocking. 

5. What are the Rule’s exceptions?  

Exceptions that involve not fulfilling requests to access, exchange or use EHI: 

1. Preventing Harm – Practices that are reasonable and necessary to prevent harm to a patient. 

2. Privacy – Protecting an individual’s privacy. 

3. Security – Protecting the security of electronic health information. 

4. Infeasibility – Fulfilling a request is infeasible. 

5. Health IT Performance – Reasonable and necessary measures to make health IT temporarily 

unavailable or to degrade health IT performance for the benefit of the overall health IT 

performance.  

Exceptions that involve procedures for fulfilling request to access, exchange or use EHI: 

6. Content and Manner – Limiting a response or limiting fulfillment to access, exchange or use EHI. 

7. Fees – Charging fees (including fees that include a reasonable profit margin) to access, exchange 

or use EHI. 

8. Licensing – Licensing interoperability elements for EHI. 

All exceptions are subject to certain conditions; additional detail is available. The presumption under the 

Rule is that no exceptions applies, with the burden of proof to establish an applicable exemption on the 

actor claiming such. 

6. What data does the Rule encompass? 

The Rule applies to all electronic protected health information, as defined under HIPAA, to the extent the 

information would be included in a designated record set (generally: medical and billing records, certain 

health plan records and records used to make decisions about individuals). The Rule applies regardless of 

whether the information is used or maintained by or for a HIPAA-defined covered entity. De-identified 

data are excluded from the definition under the Rule and electronic protected health information will not 

https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf
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include psychotherapy notes or information compiled in reasonable anticipation of, or for use in, civil, 

criminal or administrative actions or proceedings. 

Electronic health information will initially be defined as data elements in the United States Core Data for 

Interoperability standard. 

7. What are the potential penalties? 

Final penalties are still undergoing rulemaking and will be finalized later. THA will update this document 

with any such penalties. Note that providers must agree to prevent information blocking as part of the 

requirements under the Merit-based Incentive Payment System (MIPS) of the Quality Payment Program 

(QPP).  

Enforcement mechanisms will vary between classes of actors under the Rule. Mechanisms and 

disincentives for providers under the Rule are not final. 

Note: HIPAA regulations and penalties continue to apply. 

8. How can we prepare for the Rule’s implementation? 

Each facility should determine their obligations as “actors” under the Rule. Providers and staff should 

understand the new process for responding to data requests, any exceptions, and any potential issues if 

accused of information blocking. Members should understand their current electronic health information 

processes (including under HIPAA) and update applicable policies and procedures as necessary to account 

for the Rule’s processes. 

Other rules and regulations may affect your obligations under the Rule. For example, a CMS CoP taking 

effect May 2, 2021 will require hospitals to send electronic alerts of a patient’s admission, discharge or 

transfer to another facility or provider. THA will advise of additional requirements as announced. 

9. Is there anything else we need to know? 

The Rule’s preamble indicates that information blocking will almost always include practices that interfere 

with access, exchange or use of EHI for any of these purposes: 

• Patient access to their own EHI and ability to exchange and use same without special effort; 

• Treatment and care coordinate/management by providers; 

• Payers obtaining EHI to assess clinical value/promote transparency; 

• Quality improvement/population health management by providers; or, 

• Supporting patient safety and public health. 

 

The Rule’s impact may not be readily apparent, as it differs from the HIPAA approach to health information 

– education and review of policies and procedures is key. 

 

Please forward any questions to Cesar J. Lopez. 

https://www.healthit.gov/isa/united-states-core-data-interoperability-uscdi
https://www.healthit.gov/isa/united-states-core-data-interoperability-uscdi
mailto:clopez@tha.org

